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- Task Manager =l=/E
File Options View
Processes | Performance | Users | Details | Services
Name “ PID Status User name Session ID PU Memory (a.. UACwirtual... ~
s msdtc.exe 5212 Running NETWORK.. 00 668 K Not allowed
s msdtc.exe 5604 Running NETWORK.. 00 892K Not allowed
1}' msdtc.exe 260 Running NETWORK.. 00 1,488 K Not allowed
(85| MsMpEng.exe 1848 Running SYSTEM 02 216,012K Not allowed
(85| NisSrv.exe 2360 Running LOCAL SE... 00 1,492K Not allowed
N nssm.exe 2440 Running SYSTEM 00 148K Not allowed
(55| PING.EXE 3108 Running 00 516 K Not allowed
(5| PING.EXE 4580 Running 00 440K Not allowed
(5] PING.EXE 4760 Running 00 428K Not allowed
(55| PING.EXE 972 Running 00 492K Not allowed
E¥ powershell.exe 2160 Running SYSTEM 00 1,500 K Not allowed
EN powershell.exe 288 Running 00 4 040K Not allowed
EN powershell.exe 5164 Running 00 4524 K Not allowed
(8| rancher-wins-flannel... 4792 Running SYSTEM 00 5,468 K Not allowed
(8| rancher-wins-kube-... 5904 Running SYSTEM 02 12500 K Not allowed
(8- redis-server.exe 6220  Running 00 1,764 K Not allowed
[5=| Registry 68 Running SYSTEM 00 3,920K Not allowed
(87| ServiceMonitor.exe 7636 Running 00 648 K Not allowed
(87 services.exe 608 Running SYSTEM 00 1,980 K Not allowed
(8] services.exe 2128 Running SYSTEM 00 1,128K Not allowed
(87 services.exe 1676 Running SYSTEM 00 1,188 K Not allowed
(87 services.exe 3848 Running SYSTEM 00 724K Not allowed
(7] services.exe 3392 Running SYSTEM 00 1,640K Not allowed Vv

@ Fewer details

End task
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Architecture In Linux

Docker Client

Docker Compose

Docker
Registry

Docker Swarm

Architecture In Windows

Docker Client

REST Interface

Docker Engine

containerd + runc

Control Groups
caroups

Namespaces
Pid, net, ipc, mnt, uts

Layer Capabilities
Union Filesystems AUFS,
btrfs, vfs, zfs”,

DeviceMapper

Operating System

Other OS
Functionality

Docker Compose

Docker
Registry

Docker Swarm

REST Interface

Docker Engine

Host Compute Service

Control Groups
Job objects

Namespaces
Object Namespace,
Process Table,
Networking

Layer Capabilities
Registry, Union like
filesystem extensions

Operating System

Other OS
Functionality
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Docker

. Docker Swarm
Registry

REST Interface

containerd + runc

Control Groups
caroups

Namespaces
Pid, net, ipc, mnt, uts

Layer Capabilities
btrfs, vfs, zfs*,

DeviceMapper

Operating System

Union Filesystems AUFS,
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Docker Client Docker Compose Dogker Docker Swarm
Registry
REST Interface
libcontainerd libnetwork graph plugins

Host Compute Service

Namespaces

Object Namespace,
Process Table,

Networking

Layer Capabilities
Registry, Union like
filesystem extensions

Control Groups
Job objects

Operating System
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QEXR 3&l 5 Switch to Windows
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Restart...
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On-Premises - K8s v1.8 Deployment

tatic IP Routes on ToR

ToR 10.10.187.0/26 => 10.127.132.212
v 10.10.187.64/26 => 10.127.132.213
S04 57 {0 10.10.187.128/26 => 10.127.132.211

Management
10.127.132.128/25

worerrzz [ R wrzrrzze N D

10.10.187. 10.10.187.70 10.10.187.71

Mgmt Host IP
10.127.132.213

cbr0 interface

10.10.187.129 10.10.187.1

10.10.187.66

| e : i Pod CIDR:
Linux master-0 10.10.187.128/26 Linux node-0 10.10.187.0/26 Windows node-1

Pod CIDR:
10.10.187.64/26

- _ - Cluster Mgmt Prefix: 10.127.132.128/25

- Service Cluster Prefix: 11.0.0.0/16

- POD CIDRs are directly routable on the physical network
- - Lowest IP in POD CIDR assigned to host interface
- 2nd-lowest IP in Windows due to a known limitation
- NIC - Assigned as Pod's Default Gateway

. Container
. Pod
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How-to

- HKLMWSoftwareWMicrosoftWWindowsWWindows Error
ReportingWLlLocalDumps
- DumpFolder (Expandable String): 0| 2|X|0| BX OI¥ == 2 =X|?
- DumpCount (DWORD): & m-S Z|2 9 I4WEX| 2 X|?
- DumpType (DWORD): BtS I mo| 5?2
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- Python Lt AH| ZH|O[Lq= Ot%] 54 HTI0| 81.‘:’.
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2| S22 2Ist0] of2of i S EHgHEL|CE
- kube-proxy NT A{H| A A|ZF QIX} B4A

|n>4

> OIRE22 K| A3FES TS0 27|=t A3EHEN 23
- =2 MH 190322 A{t{ 0S ga0|=

+ additional userdata_windows = <<EOFTF

+ ${file("patch.ps1i")}

Fetch-AWSInstanceld

+ $Instanceld

+ $TargetPath

"HKLM: \SYSTEM\CurrentControlSet\Services\kubelet\'

+ $ArgumentString = (Get-ItemProperty -Path $TargetPath).ImagePath

+ $ArgumentString = Compose-EKSKubeletArg -ArgumentString $ArgumentString -AwsInstanceId $InstanceId
+ Set-ItemProperty -Path $TargetPath -Name 'ImagePath' -Value $ArgumentString

+ net.exe stop kubelet

+ net.exe start kubelet

+ $TargetPath = "HKLM:\SYSTEM\CurrentControlSet\Services\kube-proxy\"

+ $ArgumentString = (Get-ItemProperty -Path $TargetPath).ImagePath

+ $ArgumentString = Compose-EKSKubeProxyArg -ArgumentString $ArgumentString -WinOverlayEnabled $true -WinDSREnabled $true
+ Set-ItemProperty -Path $TargetPath -Name 'ImagePath' -Value $ArgumentString

+ net.exe stop kube-proxy

+ net.exe start kube-proxy
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Innovation
Innovation



DEVIEW

2X|S siZot-at w3t oS A 27 (Cont.) T

LTSC vs. SAC

- HER AMH 20165 B = HE APt =2 LrgL L.
- 291 (62hE) 0l g B B0/ EX|= SAC KT
- 9F 2~31A0]| of B YO|O|EE|= LTSC HT
-3 AE Sils 2| FHU[E[AL AR XH2AS S &
- Btz 7|50 2 HE2| 0SOf| §is =+ US
- LTSC HF0| OFl SAC T = AFEOP| MLE=E &= UGS
- Z| e 9l5S A8 == S84 A1 HePFER

T



DEVIEW

3.5 Cl0j| CHst Dnolnp S22 M 1

A ZE 231 O]+ & oli@et = £ CRA| THE Z X

- 22|= SACHEIL| =2 AMHE M

=0
- GithubO|L} CircleCl= LTSC KT CIE X B&
- 0| 2X|= siAs}7| 951 Github Action RunnerE £l



DEVIEW
2020

Cloj| Chgt 1214} =44 (Cont.)

Github Runner AX|e} 31 M
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3.6 Filebeat= #H|O|H{ 21 £F
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- Docker ZE|O|{ 23 £ Filebeat Of|O|HEJ} =&
- Docker & HEIH|O|E{ & Docker2 2 E 71Xt FI[6HM HE
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- 02| Docker Enginezt SIS 4= QH| QHSN}F?
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FilebeatZ ZE||0|{ 21 %! (Cont.)
Docker ZIH|O|L{ 2l Of|A|:

docker run --rm -1t ~
-1 sample label=hello-world
-1 cloud.devsisters.logging.enabled=true
-v \\.\pipe\docker engine:\\.\pipe\docker engine *
-v "%ProgramData%\docker\containers”:"C:\ProgrambData\docker\containers"” *
-v "Z%~dp@config":"C:\ProgramData\filebeat\config" ~
filebeat-win32:servercore-1ltsc2019 -- ~

C:\ProgramData\filebeat\config\filebeat.yml"
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FHY|E|A R 0|22 =] Q24 Of | s0F &2

- QO OJopYft ChE L E ZRIEF AFE0IH 2l =E0|TF X2 5|Of
- Filebeat.yml| O} Q| J1/d?

data:
filebeat.yml: |-
filebeat.inputs:
- type: container
paths:

- 'C:\ProgrambData\Docker\containers\*\*.log'

processors:

- add_kubernetes metadata:
in_cluster: true
include_annotations: true

- add _docker _metadata:

host: 'npipe:////./pipe/docker _engine'’
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=l =0 CreateR
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> windows-kill: Windows send sig- X

é
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%

B https://projects.allii.ir/opensource-projects/windows-kill /

_|_

windows-kill

ATION structure
h

unction

Send signal to process by PID in Windows, like .
POSIX kill n

}nction

Windows has no process signaling mechanism like what POSIX provide using function

the kill command. But windows-kill will bring the ability to windows. send
uteList function

signal to process by PID.

linction
@ Github Repository @ Download Latest .

ftion

hction

mber function

mberEx function

Why windows-kill?

h function

[E! Download PDF

emoteThread API

C}

docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-createremotethread [ % ) @
-
WENMDOWS Kk Docs Documentation Learn Q&A Code Samples A Search Sign in
SEMD SIGANAL TO PROCESS EY PID |
Ifl WINDOWS, LIKE POSIX KILL Explore v Platforms ~ Downloads Samples Support
UENMDOWS 0
32 / APl / Processthreadsapih / CreateRemoteThread function [] Bookmark ¢ Edit |2 Share

CreateRemoteThread function
(processthreadsapi.h)

12/05/2018 « 5 minutes to read
Creates a thread that runs in the virtual address space of another process.

Use the CreateRemoteThreadEx function to create a thread that runs in the virtual address space of another

process and optionally specify extended attributes.

Syntax

C++

HANDLE CreateRemoteThread(

HANDLE hProcess,
LPSECURITY_ATTRIBUTES 1pThreadAttributes,
SIZE T dwStackSize,
LPTHREAD_START_ROUTINE lpStartAddress,
LPVOID 1pParameter,
DWORD dwCreationFlags,
LPDWORD 1pThreadId
)5
Parameters

hProcess
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OI&INIX| I FHUY|E| A= F HMS| HCSE 7|HIOC 2 S= Docker
Enterprise Edition2 &7 A5t USLILCT

O|ZH = X|A HE Q| HCSE AR tE IE22 containerd2t CRIZ
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2t EfA 3 OFO|Ell: https://bit.lv/2IfdbNh
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4.2 WSL v22r LCOW

HER0M 2|54 | 0L =277

oF [l Docker EEO[A 2|24 HH|O|L7HX| X[ 3ot 0 L CHEE

- A= EF2F F 0= WSL v2 + Docker 2 CHM| =[S LICE.
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ZHES HHO|H = AlS oHE SRILICE
https://bit.ly/2GKnCZ7

2120 ELC|0] Envoy €I HH ZA|!
https://bit.ly/3niL4q94

T2 CalicoCNIP 2= AAZ ZIHE|R

https://bit,ly/372SRZU

IPv4, IPv6 54 AEIS AI2S = QU &L|CT.

https://bit.ly/376WbDc

HIELOIE =2|0|AE AT 4~ Q&L

https://bit.ly/30WZybZ
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